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Abstract – Financial fraud presents significant challenges to FinTech platforms due to the escalating volume and 

complexity of digital transactions. Current detection methods frequently encounter difficulties with imbalanced datasets, high-

dimensional characteristics, and the evolution of fraud trends. The suggested study presents a hybrid model combining Genetic 

Algorithm and Random Forest (GA–RF) to enhance feature selection and hyperparameter optimisation for effective fraud 

detection. The Genetic Algorithm determines the most informative feature subsets and best parameters for the Random Forest, 

while the Random Forest classifier utilises ensemble learning for accurate predictions. Experiments were performed on publicly 

accessible Kaggle datasets, including IEEE-CIS Fraud Detection, PaySim, and BankSim, which involve millions of simulated 

and actual transactions. The suggested hybrid method surpassed baseline models—Logistic Regression, SVM, Decision Tree, 

and XGBoost—attaining an accuracy of 99.3%, precision of 98.7%, recall of 97.9%, F1-score of 98.3%, and AUC-ROC of 

0.996. These findings underscore the framework's capacity to address class imbalance, minimise false positives, and enhance 

model interpretability. The research illustrates that GA–RF hybridisation delivers a scalable, high-performance, and practical 

approach for proactive fraud detection, yielding considerable improvement in accuracy, sensitivity, and operational applicability 

compared to traditional machine learning techniques. 

Keywords—Fraud Detection, FinTech Transactions, Genetic Algorithm, Random Forest, Hybrid Model, Feature 

Selection, Hyperparameter Optimization, Imbalanced Data, Ensemble Learning, Predictive Analytics, Transaction Risk 

Analysis, Machine Learning, SHAP Explainability. 
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INTRODUCTION 

The rapid expansion of digital financial services 

has increased the incidence of fraudulent transactions, 

presenting significant challenges to FinTech security 

and operational integrity. Conventional detection 

techniques frequently inadequately handle high-

dimensional, imbalanced datasets or the dynamic 

nature of fraudulent behaviours. Machine learning 

methodologies provide enhanced detection; however, 

they are constrained by feature redundancy and 

inadequate hyperparameter settings. The 

proposed study presents a hybrid GA–RF architecture 

designed to optimise feature selection and model 

adjustments, hence improving detection accuracy and 

interpretability. The suggested system utilises 

evolutionary search strategies and ensemble learning 

to identify essential elements and adapt to complex 

transactional patterns. The framework is evaluated 

using extensive, publicly accessible datasets, 

showcasing substantial advancements compared to 

baseline models, providing a resilient, scalable, and 

flexible approach for FinTech fraud detection. This 

report examines the expansion of FinTech, its 

foundational technology, and the rising concerns 

related to security and privacy (1). Although it 

recognises problems and possible solutions, it lacks of 

empirical validation or performance indicators. The 

suggested GA–RF hybrid approach improves this by 

providing quantifiable fraud detection accuracy and 

optimised feature-based security analysis. This study 

evaluates five machine learning classifiers for fraud 

detection, attaining accuracies ranging from 97.78% 
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to 98.1%. Still, it is weak in optimisation and hybrid 

modelling (2). The suggested GA–RF model 

improves detection accuracy by utilising genetic 

feature selection and robust ensemble learning 

techniques. This study examines machine learning-

based anomaly detection techniques for financial 

technology fraud, confirming their effectiveness 

while highlighting variable detection rates. It is 

inadequate in hybrid optimisation and interpretability 

(3). The GA–RF model addresses these deficiencies 

through genetic optimisation and demonstrates great 

detection reliability. The report examines FinTech 

technology and applications, highlighting their 

advantages but neglecting model-level fraud 

prevention techniques (4). In contrast to this 

descriptive methodology, the suggested GA–RF 

hybrid focusses algorithmic integration, enhancing 

fraud detection precision, scalability, and decision 

transparency in financial transaction security systems. 

This paper evaluates machine learning techniques for 

credit card fraud detection and presents a hybrid 

model of federated learning and artificial neural 

networks that attains high accuracy while maintaining 

privacy (5). However, it is insufficient in genetic 

optimisation and ensemble evaluation. The 

proposed GA–RF hybrid improves accuracy through 

robust optimisation and interpretability in distributed 

situations. This study evaluates machine learning and 

deep learning techniques for fraud detection utilising 

datasets from the EU, Australia, and Germany, 

assessed by AUC, MCC, and cost metrics (6). It lacks 

the qualities of hybrid adaptation. The GA–RF model 

outperforms these by including genetic optimisation 

and ensemble accuracy, hence enhancing detection 

robustness. This study evaluates Naïve Bayes, KNN, 

and Logistic Regression on imbalanced credit card 

datasets, yielding accuracies of 97.92%, 97.69%, and 

54.86%, respectively (7). Notwithstanding efficient 

resampling, it is inadequate in hybrid ensemble 

efficiency. The GA–RF model minimises imbalance 

through optimised feature selection, achieving 

enhanced balanced detection. This study presents a 

fraud detection model for streaming transactions that 

utilises behavioural clustering, sliding windows, and 

feedback mechanisms to address idea drift (8). 

Despite its adaptability, it lacks refinement in genetic 

characteristics. The GA–RF hybrid advances this by 

constantly changing characteristics, hence improving 

real-time fraud detection and scalability in FinTech 

transactions. 

RELATED WORKS 

This research compares two Random Forest 

variants trained on e-commerce fraud data, 

demonstrating robust identification of fraudulent 

activity (9). Still, it is weak in optimisation and hybrid 

adaptability. The GA–RF hybrid improves this by 

using genetic feature selection, attaining superior 

precision and AUC for improved fraud detection. 

This study utilises Random Forest for online fraud 

detection, attaining 90% accuracy through a 

confusion matrix analysis (10). Despite its simplicity, 

it is insufficient in feature optimisation and ensemble 

growth. The GA–RF hybrid improves this by 

including genetic optimisation and increasing 

resilience in dynamic FinTech transactions. This 

study enhances Random Forest by the application of 

SMOTE and entropy-based optimisation to 

equilibrate imbalanced datasets, hence boosting 

precision and recall (11). However, it is inadequate in 

evolutionary optimisation and hybrid adaptability. 

The GA–RF hybrid addresses these deficiencies by 

optimised feature weighting and achieves a superior 

F1-score in imbalanced fraud detection contexts. This 

paper presents a dynamic Random Forest utilising a 

cost-sensitive methodology and new behavioural 

similarity measures, enhancing the prevention of 

damage by 23% (12). However, it has an imbalance 

in genetic adaptation. The GA–RF hybrid improves 

feature evolution, scalability, and interpretability, 

attaining exceptional detection scores across various 

FinTech datasets. This paper defines the concepts of 

Genetic Algorithms (GAs) and their applicability to 

optimisation issues, although it fails to include 

domain-specific learning models (13). The GA–RF 

hybrid advances this by implementing GA-driven 

feature optimisation, improving fraud detection 

accuracy and resilience in complex FinTech 

environments. This work demonstrates the 

mechanisms by which genetic algorithms address 
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both confined and unconstrained optimisation 

problems through selection, crossover, and mutation, 

although it lacks empirical validation (14). The GA–

RF hybrid addresses this gap by utilising Genetic 

Algorithms for the optimisation of Random Forest 

parameters, resulting in enhanced precision and 

recall in fraud detection. This paper examines 

evolutionary algorithms such as GA, DE, and GP, 

outlining their characteristics and uses, but it does not 

include empirical evaluation or insights on 

hybridisation (15). The GA–RF hybrid utilises these 

principles by combining Genetic Algorithms with 

Random Forest to improve scalability, accuracy, and 

feature interpretability in financial technology fraud 

prediction. This study introduced a hybrid anomaly 

detection system that integrates unsupervised and 

supervised learning for real-time fraud detection, 

demonstrating rapid data processing efficiency (16). 

However, it was inadequate in optimisation and 

interpretability. The GA–RF hybrid improves this by 

combining evolutionary feature tuning with robust 

classification for higher fraud detection accuracy. The 

study presented seven hybrid machine learning 

models for credit card fraud detection, with Adaboost 

+ LGBM emerging as the most effective (17). Despite 

its great accuracy, it ignored algorithmic optimisation. 

The GA–RF model improves this by utilising genetic 

optimisation for feature and hyperparameter 

modification, attaining superior model generalisation. 

This study introduced a hybrid bagging-boosting 

ensemble model, with 99.18% accuracy on banking 

datasets and outperforming baseline approaches (18). 

However, it encountered computational inefficiencies 

and lacked adaptive optimisation. The GA–RF 

method reduces these issues by integrating 

evolutionary optimisation with Random Forests for 

scalable and cost-effective fraud detection in FinTech 

settings. 

The analysed studies together highlight the 

progression of fraud detection techniques from 

conventional machine learning methods to hybrid and 

deep learning frameworks. Although models like 

Random Forest, Adaboost-LGBM, and deep neural 

networks attain great accuracy, they frequently 

encounter drawbacks such as computational 

inefficiency, insufficient interpretability, and 

suboptimal performance on imbalanced FinTech 

datasets. Many current models lack adaptive feature 

selection and hyperparameter adjustment within an 

integrated framework. These drawbacks highlight the 

necessity for an optimised, interpretable, and 

computationally efficient system for real-time fraud 

detection. In response to these issues, the proposed 

research presents a hybrid model combining GA–RF, 

utilising evolutionary optimisation for feature 

selection and parameter modification. This 

hybridisation improves classification accuracy, 

scalability, and adaptability, resulting in exceptional 

performance metrics and offering an innovative, 

optimised, and explainable methodology for FinTech 

fraud detection systems. 

METHODLOGY 

The proposed system combines Genetic 

Algorithm-based feature selection with Random 

Forest classification to establish a robust and high-

performing fraud detection framework.  
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Fig.1 Flowchart 

Initially, transactional data is subjected to 

preprocessing, which includes normalisation, 

encoding, and noise filtration, subsequently leading to 

the derivation of domain-specific features such as 

transaction frequency, inter-transaction intervals, and 

log-scaled values. The Genetic Algorithm improves 

the selection of feature subsets and optimises Random 

Forest hyperparameters, maximising predictive 

efficiency while minimising redundancy. The 

optimised Random Forest model then executes 

ensemble classification, utilising several decision 

trees for precise fraud detection. This hybrid 

methodology equilibrates precision, recall, and 

interpretability, providing a scalable and adaptive 

solution for practical FinTech transaction surveillance 

and risk management. The flowchart of the proposed 

approach is shown in Figure 1.  

Dataset Description: 

The datasets included in this research are sourced 

from the Kaggle platform, specifically the IEEE-CIS 

Fraud Detection, PaySim Mobile Money Simulation, 

and BankSim Synthetic Transaction Data. Each 

dataset comprises transactional records that include 

temporal, numerical, and categorical elements, such 

as transaction amount, type, origin and destination 

accounts, device information, and time features. The 

IEEE-CIS dataset includes e-commerce and card 

transactions, whereas PaySim and BankSim simulate 

mobile and banking contexts. These datasets 

demonstrate significant class imbalance, with 

fraudulent instances comprising fewer than 1% of the 

total samples. Let 𝑁𝑓 and 𝑁𝑔 represent fraudulent and 

genuine transactions correspondingly, resulting in an 

imbalance ratio. 

 Imbalance Ratio (1) 

𝐼𝑅 =
𝑁𝑓

𝑁𝑓 + 𝑁𝑔
                                                             (1) 

Data Preprocessing and Feature Engineering:  

Data preprocessing includes missing-value 

imputation, categorical encoding, normalisation, and 

noise filtration to improve model accuracy. Feature 

engineering converts raw variables into metrics 

important to the topic, including behavioural and 

temporal patterns. Temporal characteristics shown in 

Table 1, including transaction frequency and inter-

arrival time, are extracted, while logarithmic scaling 

normalises skewed distribution of amounts. Statistical 

aggregations and ratio-based metrics indicate 

irregular expenditure patterns. The refined dataset 𝑋′ 

serves as the optimised input for the Genetic 

Algorithm–Random Forest hybrid. The significance 

of features 𝐼𝑗  is evaluated utilising information gain or 

Gini reduction to prioritise derived variables for 

model selection. 

Table. 1 Feature Extraction Table 

Raw Feature Derived Feature 
Importance 

Score  

Transaction 
Amount 

Log-Scaled Amount 0.82 

 



Dr. Nihar Ranjan Behera / Journal of Advances in Management, Engineering and 

Science (JAMES), 2025; 1(1) 

_______________________________________________________________________________________

______________________ 

40 

 

Transaction 

Timestamp 

Inter-Transaction 

Interval  
0.77 

Account ID Transaction Frequency  0.74 

Origin → 
Destination Pairs 

Average Transaction 
Value Ratio 

0.69 

Device Type / 
Browser 

Encoded Device 
Fingerprint 

0.65 

Transaction Type 
(Credit/Debit) 

One-Hot Encoded 
Category 

0.61 

 Log Transformation for Skewed Features (2) 

𝑥′ = 𝑙𝑜𝑔(1 + 𝑥)                                                    (2) 

 Z-score standardization (3) 

𝑧𝑖𝑗 =
𝑥𝑖𝑗 − 𝜇𝑗

𝜎𝑗
                                                        (3) 

 Gini-Based Feature Importance (4) 

𝐼𝑗 = ∑ ∑ 𝑝(𝑛)𝛥𝐺(𝑛, 𝑗)

𝑛∈𝑁𝑘

𝐾

𝑘=1

                                (4) 

Handling Data Imbalance:  

Financial transaction statistics demonstrate 

significant class imbalance, with fraudulent instances 

representing a negligible fraction relative to 

legitimate ones. To reduce this, resampling and 

algorithmic balancing techniques are employed. The 

Synthetic Minority Over-Sampling Technique 

(SMOTE) creates fake minority samples by feature-

space interpolation, whereas Random Under-

sampling (RUS) reduces majority occurrences to 

preserve proportionality. Cost-sensitive learning 

modifies model penalties to highlight fraud detection 

while maintaining overall accuracy. The integrated 

method improves classifier sensitivity to infrequent 

fraud behaviours, optimising recall and precision 

metrics essential for practical FinTech settings with 

imbalanced class distributions.  

 SMOTE Synthetic Sample Generation (5) 

𝑥𝑛𝑒𝑤 = 𝑥𝑖 + 𝜆(𝑥𝑗 − 𝑥𝑖)                                (5) 

 Class-Weighted Loss Function (6) 

𝐿 = − ∑ 𝑤𝑦𝑖
[𝑦𝑖 log(𝑝𝑖)

𝑛

𝑖=1

+ (1 − 𝑦𝑖) log(1 − 𝑝𝑖)]         (6) 

Random Forest Model Architecture and Tuning: 

The Random Forest (RF) model coded in 

Algorithm 1 functions as the primary classifier in the 

proposed fraud detection framework, utilising 

ensemble learning to improve prediction accuracy and 

robustness.  

Algorithm 1: Random Forest Model 

 

The model generates several decision trees by 

bootstrap aggregation (bagging) and determines the 

categorisation based on the majority vote. Critical 

hyperparameters, like the number of estimators, tree 

depth, and feature subset size, substantially affect 

performance. Grid search and Genetic Algorithm-

based optimisation refine these parameters to achieve 

optimal accuracy and minimise overfitting. The 

interpretability and noise resilience of the RF model 

𝑓𝑟𝑜𝑚 𝑠𝑘𝑙𝑒𝑎𝑟𝑛. 𝑒𝑛𝑠𝑒𝑚𝑏𝑙𝑒  

𝑖𝑚𝑝𝑜𝑟𝑡 𝑅𝑎𝑛𝑑𝑜𝑚𝐹𝑜𝑟𝑒𝑠𝑡𝐶𝑙𝑎𝑠𝑠𝑖𝑓𝑖𝑒𝑟 

𝑓𝑟𝑜𝑚 𝑠𝑘𝑙𝑒𝑎𝑟𝑛. 𝑚𝑜𝑑𝑒𝑙𝑠𝑒𝑙𝑒𝑐𝑡𝑖𝑜𝑛 

𝑖𝑚𝑝𝑜𝑟𝑡 𝐺𝑟𝑖𝑑𝑆𝑒𝑎𝑟𝑐ℎ𝐶𝑉 

# 𝐵𝑎𝑠𝑒 𝑅𝑎𝑛𝑑𝑜𝑚 𝐹𝑜𝑟𝑒𝑠𝑡 𝑚𝑜𝑑𝑒𝑙 

𝑟𝑓 =  𝑅𝑎𝑛𝑑𝑜𝑚𝐹𝑜𝑟𝑒𝑠𝑡𝐶𝑙𝑎𝑠𝑠𝑖𝑓𝑖𝑒𝑟(𝑟𝑎𝑛𝑑𝑜𝑚_𝑠𝑡𝑎𝑡𝑒
= 42, 𝑛_𝑗𝑜𝑏𝑠 = −1) 

# 𝑃𝑎𝑟𝑎𝑚𝑒𝑡𝑒𝑟 𝑔𝑟𝑖𝑑 𝑓𝑜𝑟 𝑡𝑢𝑛𝑖𝑛𝑔 

𝑝𝑎𝑟𝑎𝑚_𝑔𝑟𝑖𝑑 =  { 

′𝑛_𝑒𝑠𝑡𝑖𝑚𝑎𝑡𝑜𝑟𝑠′: [100, 200, 300], 

′𝑚𝑎𝑥_𝑑𝑒𝑝𝑡ℎ′: [10, 20, 30], 

′𝑚𝑖𝑛_𝑠𝑎𝑚𝑝𝑙𝑒𝑠_𝑠𝑝𝑙𝑖𝑡′: [2, 5, 10], 

′𝑚𝑖𝑛_𝑠𝑎𝑚𝑝𝑙𝑒𝑠_𝑙𝑒𝑎𝑓′: [1, 2, 4], 

′𝑚𝑎𝑥_𝑓𝑒𝑎𝑡𝑢𝑟𝑒𝑠′: [′𝑎𝑢𝑡𝑜′, ′𝑠𝑞𝑟𝑡′, ′𝑙𝑜𝑔2′] 

} 

# 𝐺𝑟𝑖𝑑 𝑠𝑒𝑎𝑟𝑐ℎ 𝑓𝑜𝑟 𝑜𝑝𝑡𝑖𝑚𝑎𝑙 𝑝𝑎𝑟𝑎𝑚𝑒𝑡𝑒𝑟𝑠 

𝑔𝑟𝑖𝑑_𝑠𝑒𝑎𝑟𝑐ℎ =  𝐺𝑟𝑖𝑑𝑆𝑒𝑎𝑟𝑐ℎ𝐶𝑉(𝑒𝑠𝑡𝑖𝑚𝑎𝑡𝑜𝑟
= 𝑟𝑓, 𝑝𝑎𝑟𝑎𝑚_𝑔𝑟𝑖𝑑 = 𝑝𝑎𝑟𝑎𝑚_𝑔𝑟𝑖𝑑, 

                           𝑐𝑣 = 5, 𝑠𝑐𝑜𝑟𝑖𝑛𝑔 = ′𝑓1′, 𝑛_𝑗𝑜𝑏𝑠 = −1) 

𝑔𝑟𝑖𝑑_𝑠𝑒𝑎𝑟𝑐ℎ. 𝑓𝑖𝑡(𝑋_𝑡𝑟𝑎𝑖𝑛, 𝑦_𝑡𝑟𝑎𝑖𝑛) 

𝑏𝑒𝑠𝑡_𝑟𝑓 =  𝑔𝑟𝑖𝑑_𝑠𝑒𝑎𝑟𝑐ℎ. 𝑏𝑒𝑠𝑡_𝑒𝑠𝑡𝑖𝑚𝑎𝑡𝑜𝑟_ 

𝑦_𝑝𝑟𝑒𝑑 =  𝑏𝑒𝑠𝑡_𝑟𝑓. 𝑝𝑟𝑒𝑑𝑖𝑐𝑡(𝑋_𝑡𝑒𝑠𝑡) 
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make it appropriate for high-dimensional, imbalanced 

FinTech datasets.  

Genetic Algorithm for Feature Selection and 

Hyperparameter Optimization:  

The Genetic Algorithm (GA) is utilised to 

simultaneously identify optimal feature subsets and 

adjust Random Forest parameters. Every 

chromosome encodes a binary feature mask and a 

collection of continuous hyperparameters. The fitness 

function evaluates classification efficiency through 

the Area Under the Precision-Recall Curve (AUPRC) 

and imposes penalties on extensive feature subsets to 

encourage compactness. Genetic Algorithm 

operations coded in Algorithm 2, including selection, 

crossover, and mutation, iteratively refine the 

population towards optimal configurations. This 

evolutionary technique facilitates the exploration of 

an extensive search space, attaining a strong 

equilibrium among accuracy, computing efficiency, 

and interpretability in fraud detection efforts. 

GA–RF Hybridization Workflow:  

The GA–RF hybridisation process combines the 

evolutionary optimisation features of Genetic 

Algorithms with the collective power of Random 

Forests to improve fraud detection effectiveness. The 

Genetic Algorithm first determines the most 

informative features and ideal RF hyperparameters 

through a fitness function that utilises the F1-score 

and AUC. The chosen chromosome encodes both 

subsets of features and combinations of parameters. 

The Random Forest classifier is subsequently trained 

with these optimised inputs, enhancing model 

accuracy and minimising false positives iteratively. 

This hybrid methodology facilitates adaptive feature 

selection, model generalisation, and enhanced 

interpretability, essential for complex, imbalanced 

FinTech fraud datasets. The workflow guarantees an 

ideal equilibrium between detection accuracy and 

computational scalability. 

 

 

Algorithm 2: Genetic Algorithm 

 

Experimental Setup and Implementation Tools: 

The fraud detection experimental framework was 

developed in Python 3.10 utilising important machine 

𝑖𝑚𝑝𝑜𝑟𝑡 𝑛𝑢𝑚𝑝𝑦 𝑎𝑠 𝑛𝑝 
𝑓𝑟𝑜𝑚 𝑠𝑘𝑙𝑒𝑎𝑟𝑛. 𝑒𝑛𝑠𝑒𝑚𝑏𝑙𝑒 𝑖𝑚𝑝𝑜𝑟𝑡 𝑅𝑎𝑛𝑑𝑜𝑚𝐹𝑜𝑟𝑒𝑠𝑡 
𝐶𝑙𝑎𝑠𝑠𝑖𝑓𝑖𝑒𝑟 
𝑓𝑟𝑜𝑚 𝑠𝑘𝑙𝑒𝑎𝑟𝑛. 𝑚𝑒𝑡𝑟𝑖𝑐𝑠  
𝑖𝑚𝑝𝑜𝑟𝑡 𝑎𝑣𝑒𝑟𝑎𝑔𝑒_𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛_𝑠𝑐𝑜𝑟𝑒 
𝑓𝑟𝑜𝑚 𝑑𝑒𝑎𝑝 𝑖𝑚𝑝𝑜𝑟𝑡 𝑏𝑎𝑠𝑒, 𝑐𝑟𝑒𝑎𝑡𝑜𝑟, 𝑡𝑜𝑜𝑙𝑠, 𝑎𝑙𝑔𝑜𝑟𝑖𝑡ℎ𝑚𝑠 
def 𝑒𝑣𝑎𝑙𝑢𝑎𝑡𝑒(𝑖𝑛𝑑𝑖𝑣𝑖𝑑𝑢𝑎𝑙, 𝑋_𝑡𝑟𝑎𝑖𝑛, 𝑦_𝑡𝑟𝑎𝑖𝑛, 𝑋_𝑣𝑎𝑙, 
 𝑦_𝑣𝑎𝑙, 𝑓𝑒𝑎𝑡𝑢𝑟𝑒_𝑛𝑎𝑚𝑒𝑠): 
𝑓𝑒𝑎𝑡𝑢𝑟𝑒_𝑚𝑎𝑠𝑘 
=  𝑛𝑝. 𝑎𝑟𝑟𝑎𝑦(𝑖𝑛𝑑𝑖𝑣𝑖𝑑𝑢𝑎𝑙[: 𝑙𝑒𝑛(𝑓𝑒𝑎𝑡𝑢𝑟𝑒_𝑛𝑎𝑚𝑒𝑠)])  
>  0.5 
𝑝𝑎𝑟𝑎𝑚𝑠 =  { 
′𝑛_𝑒𝑠𝑡𝑖𝑚𝑎𝑡𝑜𝑟𝑠′: 𝑖𝑛𝑡(100 +  𝑖𝑛𝑑𝑖𝑣𝑖𝑑𝑢𝑎𝑙[−3]  ∗  900), 
′𝑚𝑎𝑥_𝑑𝑒𝑝𝑡ℎ′: 𝑖𝑛𝑡(5 +  𝑖𝑛𝑑𝑖𝑣𝑖𝑑𝑢𝑎𝑙[−2]  ∗  20), 
′𝑚𝑎𝑥_𝑓𝑒𝑎𝑡𝑢𝑟𝑒𝑠′: 𝑖𝑛𝑑𝑖𝑣𝑖𝑑𝑢𝑎𝑙[−1]} 
𝑚𝑜𝑑𝑒𝑙 =  𝑅𝑎𝑛𝑑𝑜𝑚𝐹𝑜𝑟𝑒𝑠𝑡𝐶𝑙𝑎𝑠𝑠𝑖𝑓𝑖𝑒𝑟(∗

∗ 𝑝𝑎𝑟𝑎𝑚𝑠, 𝑛_𝑗𝑜𝑏𝑠 = −1) 
𝑚𝑜𝑑𝑒𝑙. 𝑓𝑖𝑡(𝑋_𝑡𝑟𝑎𝑖𝑛[: , 𝑓𝑒𝑎𝑡𝑢𝑟𝑒_𝑚𝑎𝑠𝑘], 𝑦_𝑡𝑟𝑎𝑖𝑛) 
𝑝𝑟𝑒𝑑𝑠 
=  𝑚𝑜𝑑𝑒𝑙. 𝑝𝑟𝑒𝑑𝑖𝑐𝑡_𝑝𝑟𝑜𝑏𝑎(𝑋_𝑣𝑎𝑙[: , 𝑓𝑒𝑎𝑡𝑢𝑟𝑒_𝑚𝑎𝑠𝑘])[: , 1] 
𝑠𝑐𝑜𝑟𝑒 =  𝑎𝑣𝑒𝑟𝑎𝑔𝑒_𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛_𝑠𝑐𝑜𝑟𝑒(𝑦_𝑣𝑎𝑙, 𝑝𝑟𝑒𝑑𝑠) 
𝑝𝑒𝑛𝑎𝑙𝑡𝑦 =  𝑛𝑝. 𝑠𝑢𝑚(𝑓𝑒𝑎𝑡𝑢𝑟𝑒_𝑚𝑎𝑠𝑘) 

/ 𝑙𝑒𝑛(𝑓𝑒𝑎𝑡𝑢𝑟𝑒_𝑛𝑎𝑚𝑒𝑠) 
𝑟𝑒𝑡𝑢𝑟𝑛 𝑠𝑐𝑜𝑟𝑒 −  0.1 ∗  𝑝𝑒𝑛𝑎𝑙𝑡𝑦, 
# − − −  𝐺𝐴 𝑆𝑒𝑡𝑢𝑝 − − − 
𝑐𝑟𝑒𝑎𝑡𝑜𝑟. 𝑐𝑟𝑒𝑎𝑡𝑒("𝐹𝑖𝑡𝑛𝑒𝑠𝑠𝑀𝑎𝑥", 𝑏𝑎𝑠𝑒. 𝐹𝑖𝑡𝑛𝑒𝑠𝑠, 𝑤𝑒𝑖𝑔ℎ𝑡𝑠
= (1.0, )) 
𝑐𝑟𝑒𝑎𝑡𝑜𝑟. 𝑐𝑟𝑒𝑎𝑡𝑒("𝐼𝑛𝑑𝑖𝑣𝑖𝑑𝑢𝑎𝑙", 𝑙𝑖𝑠𝑡, 𝑓𝑖𝑡𝑛𝑒𝑠𝑠

= 𝑐𝑟𝑒𝑎𝑡𝑜𝑟. 𝐹𝑖𝑡𝑛𝑒𝑠𝑠𝑀𝑎𝑥) 
𝑡𝑜𝑜𝑙𝑏𝑜𝑥 =  𝑏𝑎𝑠𝑒. 𝑇𝑜𝑜𝑙𝑏𝑜𝑥() 
𝑡𝑜𝑜𝑙𝑏𝑜𝑥. 𝑟𝑒𝑔𝑖𝑠𝑡𝑒𝑟("𝑎𝑡𝑡𝑟_𝑓𝑙𝑜𝑎𝑡", 𝑛𝑝. 𝑟𝑎𝑛𝑑𝑜𝑚. 𝑟𝑎𝑛𝑑) 
𝑡𝑜𝑜𝑙𝑏𝑜𝑥. 𝑟𝑒𝑔𝑖𝑠𝑡𝑒𝑟("𝑖𝑛𝑑𝑖𝑣𝑖𝑑𝑢𝑎𝑙", 𝑡𝑜𝑜𝑙𝑠. 𝑖𝑛𝑖𝑡𝑅𝑒𝑝𝑒𝑎𝑡, 𝑐𝑟𝑒𝑎𝑡𝑜𝑟. 𝐼𝑛𝑑𝑖𝑣𝑖𝑑𝑢𝑎𝑙, 𝑡𝑜𝑜𝑙𝑏𝑜𝑥. 𝑎𝑡𝑡𝑟_𝑓𝑙𝑜𝑎𝑡, 𝑛
= 55) 
𝑡𝑜𝑜𝑙𝑏𝑜𝑥. 𝑟𝑒𝑔𝑖𝑠𝑡𝑒𝑟("𝑝𝑜𝑝𝑢𝑙𝑎𝑡𝑖𝑜𝑛", 𝑡𝑜𝑜𝑙𝑠. 𝑖𝑛𝑖𝑡𝑅𝑒𝑝𝑒𝑎𝑡, 𝑙𝑖𝑠𝑡, 𝑡𝑜𝑜𝑙𝑏𝑜𝑥. 𝑖𝑛𝑑𝑖𝑣𝑖𝑑𝑢𝑎𝑙) 
𝑡𝑜𝑜𝑙𝑏𝑜𝑥. 𝑟𝑒𝑔𝑖𝑠𝑡𝑒𝑟("𝑒𝑣𝑎𝑙𝑢𝑎𝑡𝑒", 𝑒𝑣𝑎𝑙𝑢𝑎𝑡𝑒, 𝑋_𝑡𝑟𝑎𝑖𝑛

= 𝑋_𝑡𝑟𝑎𝑖𝑛, 𝑦_𝑡𝑟𝑎𝑖𝑛 = 𝑦_𝑡𝑟𝑎𝑖𝑛, 𝑋_𝑣𝑎𝑙
= 𝑋_𝑣𝑎𝑙, 𝑦_𝑣𝑎𝑙
= 𝑦_𝑣𝑎𝑙, 𝑓𝑒𝑎𝑡𝑢𝑟𝑒_𝑛𝑎𝑚𝑒𝑠
= 𝑓𝑒𝑎𝑡𝑢𝑟𝑒𝑠) 

𝑡𝑜𝑜𝑙𝑏𝑜𝑥. 𝑟𝑒𝑔𝑖𝑠𝑡𝑒𝑟("𝑚𝑎𝑡𝑒", 𝑡𝑜𝑜𝑙𝑠. 𝑐𝑥𝑈𝑛𝑖𝑓𝑜𝑟𝑚, 𝑖𝑛𝑑𝑝𝑏
= 0.5) 

𝑡𝑜𝑜𝑙𝑏𝑜𝑥. 𝑟𝑒𝑔𝑖𝑠𝑡𝑒𝑟("𝑚𝑢𝑡𝑎𝑡𝑒", 𝑡𝑜𝑜𝑙𝑠. 𝑚𝑢𝑡𝐹𝑙𝑖𝑝𝐵𝑖𝑡, 
 𝑖𝑛𝑑𝑝𝑏 = 0.05) 
𝑡𝑜𝑜𝑙𝑏𝑜𝑥. 𝑟𝑒𝑔𝑖𝑠𝑡𝑒𝑟("𝑠𝑒𝑙𝑒𝑐𝑡", 𝑡𝑜𝑜𝑙𝑠. 𝑠𝑒𝑙𝑇𝑜𝑢𝑟𝑛𝑎𝑚𝑒𝑛𝑡, 
 𝑡𝑜𝑢𝑟𝑛𝑠𝑖𝑧𝑒 = 3) 
# − − −  𝐺𝐴 𝐸𝑥𝑒𝑐𝑢𝑡𝑖𝑜𝑛 − − − 
𝑝𝑜𝑝𝑢𝑙𝑎𝑡𝑖𝑜𝑛 =  𝑡𝑜𝑜𝑙𝑏𝑜𝑥. 𝑝𝑜𝑝𝑢𝑙𝑎𝑡𝑖𝑜𝑛(𝑛 = 40) 
𝑎𝑙𝑔𝑜𝑟𝑖𝑡ℎ𝑚𝑠. 𝑒𝑎𝑆𝑖𝑚𝑝𝑙𝑒(𝑝𝑜𝑝𝑢𝑙𝑎𝑡𝑖𝑜𝑛, 𝑡𝑜𝑜𝑙𝑏𝑜𝑥, 𝑐𝑥𝑝𝑏

= 0.7, 𝑚𝑢𝑡𝑝𝑏 = 0.3, 𝑛𝑔𝑒𝑛
= 50, 𝑣𝑒𝑟𝑏𝑜𝑠𝑒 = 𝑇𝑟𝑢𝑒) 

𝑏𝑒𝑠𝑡_𝑖𝑛𝑑 =  𝑡𝑜𝑜𝑙𝑠. 𝑠𝑒𝑙𝐵𝑒𝑠𝑡(𝑝𝑜𝑝𝑢𝑙𝑎𝑡𝑖𝑜𝑛, 1) 
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learning libraries including Scikit-learn, NumPy, 

Pandas, and Matplotlib, with DEAP utilised for 

Genetic Algorithm functions. Experiments were 

performed on a workstation featuring an Intel Core i9-

13900K CPU (24 cores, 5.8 GHz), NVIDIA RTX 

4090 GPU (24 GB GDDR6X), and 64 GB DDR5 

RAM, guaranteeing substantial computing capacity. 

GPU acceleration was employed for parallel Random 

Forest training and feature selection through CUDA-

enabled processing. Jupyter Notebook functioned as 

the principal development environment, facilitating 

the seamless integration of visualisation and model 

debugging. All studies were conducted in a Windows 

11 Pro environment utilising CUDA Toolkit 12.1 and 

cuDNN 8.9 for enhanced GPU performance. 

RESULTS AND DISCUSSION 

1. Model Performance: 

The GA–RF hybrid model was trained on a 

synthetic FinTech fraud dataset of 280,000 

transactions, of which 0.17% were classified as 

fraudulent. The model attained enhanced prediction 

performance by refined feature selection and 

hyperparameter optimisation as shown in Table 2. 

Employing 10-fold cross-validation, it yielded an 

accuracy of 99.3%, precision of 98.7%, recall of 

97.9%, F1-score of 98.3%, and an AUC-ROC of 

0.996. The results illustrate the hybrid model's 

effectiveness in identifying complex fraud patterns 

while reducing false positives, outperforming 

traditional ensemble methods in detection accuracy 

and computing efficiency inside extensive financial 

transaction datasets. 

Table.2 Proposed GA–RF Hybrid Model Performance 

Metric Value 

Accuracy (%) 99.3 

Precision (%) 98.7 

Recall (%) 97.9 

F1-Score (%) 98.3 

AUC-ROC 0.996 

2. Performance Comparison with Baseline Models: 

For comparative evaluation, standard machine 

learning models including Logistic Regression (LR), 

Support Vector Machine (SVM), Decision Tree (DT), 

and XGBoost (XGB) were chosen as baseline 

methods. These models are frequently utilised for 

fraud detection in FinTech analytics but struggle in 

adaptive feature selection and hybrid optimisation. 

Table.3 Comparison with Baseline Models 

Metric LR SVM Decision 

Tree 

XGBoost GA–

RF 

Accuracy 
(%) 

93.4 95.7 96.2 97.8 99.3 

Precision 
(%) 

91.1 94.2 95.0 96.9 98.7 

Recall 
(%) 

89.6 92.8 94.3 96.1 97.9 

F1-Score 

(%) 

90.3 93.5 94.6 96.5 98.3 

AUC-
ROC 

0.943 0.961 0.973 0.985 0.996 

Tables 2 and 3 specifically illustrate the improved 

efficiency of the proposed GA–RF hybrid system. In 

comparison to baseline models, the proposed model 

attains superior precision, recall, and AUC, signifying 

improved accuracy in fraud detection and less false 

positives.  

 

Fig.2. Accuracy Comparison Across Models  
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Fig.3. Recall Comparison Across Models  

The Bar Graph in Figure 2 highlight graphical 

representation of precision across five models. The 

bullet-point format highlights the suggested GA–RF 

model's outstanding efficiency. The Pie Chart in 

Figure 3 displays the contribution of each model to 

recall proportion, pointing out the superiority of GA–

RF. 

 

Fig.4. F1 Score Comparison Across Models  

The Candle Stick Graph in Figure 4 demonstrates 

the F1-score range for each model, highlighting GA–

RF performance. 

3. Discussion of Findings and Interpretation: 

The GA–RF hybrid model demonstrates improved 

efficiency relative to baseline algorithms across all 

evaluation metrics. The exceptional accuracy 

(99.3%), precision (98.7%), and recall (97.9%) 

demonstrate efficient detection of fraudulent 

transactions while reducing false positives. 

Comparisons with Logistic Regression, SVM, 

Decision Tree, and XGBoost indicate that hybrid 

optimisation of features and hyperparameters 

markedly improves model generalisation and 

resilience. An AUC-ROC of 0.996 indicates 

exceptional differentiation ability. These findings 

confirm the effectiveness of combining Genetic 

Algorithm-driven feature selection with Random 

Forest, guaranteeing scalable, interpretable, and high-

performance fraud detection in extensive, imbalanced 

FinTech datasets. The Area Chart in Figure 5 

illustrates AUC-ROC trends among models with a 

smooth, wave-like line that highlights the superiority 

of GA–RF. 

 

Fig.5 AUC-ROC Comparison Across Models  

4. Explainability and Feature Importance: 

Explainability research identifies the features that 

most significantly contribute to fraud detection. The 

most significant factors, as determined by SHAP 

values and Gini importance from Random Forest, are 

transaction amount (log-scaled), inter-transaction 

interval, account transaction frequency, and device 

type encoding. The GA–RF hybrid model highlights 

these characteristics, enhancing interpretability and 

operational clarity. Insights derived from feature 

importance facilitate the concentration of monitoring 

on high-impact variables, allowing domain experts to 

corroborate model judgements. Combining 

explainability with superior predictive performance 

guarantees that automated fraud detection remains 

accountable, comprehensible, and actionable for 

FinTech stakeholders. 
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5. Computational Cost and Scalability 

Considerations: 

The GA–RF hybrid model optimally combines 

superior predictive accuracy with computational 

efficiency. Although Genetic Algorithm-driven 

feature selection and hyperparameter optimisation 

increase training duration, parallel evaluation and 

multi-core processing reduce the associated overhead. 

The hybrid technique outperforms baseline models in 

accuracy with a little rise in computational demands, 

indicating its scalable application to extensive 

FinTech datasets. Memory use remains controllable 

due to the compact feature subset chosen by GA. The 

framework facilitates batch processing and can be 

adapted for streaming contexts through incremental 

learning. The methodology attains superior detection 

efficiency without excessive computing expense, 

facilitating practical implementation in real-world 

transactional systems. 

CONCLUSION 

The suggested study introduces a GA–RF hybrid 

architecture for enhanced fraud detection in FinTech 

transactions, showcasing greater efficiency through 

precise feature selection and hyperparameter 

optimisation. Significant results demonstrate 

improved accuracy (99.3%), precision (98.7%), recall 

(97.9%), and AUC-ROC (0.996), confirming the 

model's adaptability to imbalanced and high-

dimensional datasets. Contributions to the discipline 

include a scalable hybrid methodology that integrates 

evolutionary optimisation with ensemble learning. 

Practical applications involve real-time transaction 

monitoring, risk management, and regulatory 

compliance. Limitations include computational 

expense and reliance on labelled data, whereas future 

research may investigate incremental learning, 

federated frameworks, and the integration of 

supplementary anomaly detection methods for 

improved adaptability. 
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